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OUTLINE
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WHO 15
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» EXCHANGES \\ |

» MINING
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Goto: tlk.io/sd2017

& tikio [ sd2017 X

C @ Secure https://tk.i0/sd201/

Welcome to Blockchain Security @ Secure Delaware
2017!
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HASHING SECURITY

» Based on Diffusion (Shannon, 1945)
» Changing one input bit -> changes many output bits

» bit(i) flips => 0.5 chance b(j) flips
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BLOCK CHAIN

Take the previous block’s hash
Block Block

P{ Prev Hash Nonce -

[TxTx ' Tx

Keep inserting random bits
Block Block

>{ Prev Hash Nonce ™ Prev Hash Nonce

’TxTx 'Tx.:Tx

Until the block hash has the
bit pattern 000...000xxxxx

Block Block
' >L Prev Hash | Nonce‘ -

Ix || TIx




Blockchain

$45.00 From: Hudson ->Corman

0000000000000000000000000000000000000000000000000000000000000000

00009d3d0e%abf17e9dd39400d48881679cB£5¢c5947c49fa9%5caldc5514f2ctde

Go to: anders.com/blockchain/blockchain.html
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USE CASES

» Cryptocurrency

ETHEREUM

» Micro Insurance /"\\ ______________ m ,,,,,,,,,,,,,, //\{
, o o
» Crowd Funding . BlT[ﬂIN . x

» Corporate Shares

» Supply Chain



Total Market Cap: $148,901,359,024

Name Market Cap

Bitcoin $73,306,658,625
¢ Ethereum $28,259,177,344
¢ Ripple $7,725,824,013

Bitcoin Cash $7,107,797,056

Litecoin $2,870,790,805

$40,932,544

1144 @ FedoraShare
1145 B Lepaoquan

1146 Quartz

$38,344,278




“Why Bitcoin can’t be a currency” = The Underground
Economist | $0.23

“So, That’s the End of Bitcoin Then” — Forbes | $15.15

“Mt Gox Meltdown Spells Doom for Bitcoin” — Blocmberg
$532.71

“JPMorgan CEO Jamie Dimon says bitcoin is & ‘fraud’ that

will eventually blow up” — CNBC | $4.367.12
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& GCitHub, Inc. [US] https://aithub.com/bitcoin/bitcoin/i

O This repository  Search Pull requests Issues Marketplace Explore A

bitcoin / bitcoin @ Watch~ 1,863 # Star
Code (M lssues 544 Pull requests 241 Projects 7 Insights ~

Filters v IS;ISSUe iS:open Labels Milestones

® 844 Open + 2 840 Closed Author » Labels » Projects v Milestones v Assigneev  Sort v

(» Client crashes while synchronising blocks: Assertion failed: (nlds != nNew), function
Serialize, file .faddrman.h, line 320,

#11454 nopened 5 hours #go by stefekd8 0.151

ScanForWelletTransactions return value is incorrectly documented B2

#11450 opened a day 290 by jnewbery

Release schedule for 0.16.0 Easy to implement

#11149 cpenad a day ago by laanw) 0.76.0
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EXCHANGES

» To trade to fiat or other
cryptocurrencies

» Bitstamp - Slovenia

» Bitfinex - Hong Kong

» Coinbase - San Francisco oo

» Coincheck, Coinfloor, itBit, , BTC-e,
Kraken, BTCChina, etc.
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EXCHANGES SECURITY

» Mt. Gox February 2014, $450 M MAJOR BITCOIN EXCHANGES CRIPPLE
DDOS ATTACKS AMID RECORD PRICE

» Bitfinex August, 2016 - $72 M
stolen

» Bitthumb , S. Korea's largest,
June 2017, >$1M

» Bitstamp April 2015, $5M

» inputs.io Oct, 2014, $1.2M

» DDOS of Major Exchanges

» Linode, Bitcoinica, Bitfloor,
BIPS, etc.


http://inputs.io
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DIGITAL WALLETS - JAXX.IO

1

Jaxx O —
0 Dyt J o Cand Transaction History
Your Current Cthereum Address: Qct 42017 2:13p L0 07184517 ETH
2016983 e 363 188AYAL 14" 6916804 1c 180899 |- | e LU
\ W
ETH

0.01184913

US$3.48



http://JAXX.io

Payment Information Subtatal:

Shipping:

& Credit / Debit card ' POYPOI What iz PayPal? TOtal:

. S The: salur oo vay b oy
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-

Card Number * bitcoin © Other ’ 9 %‘7 Q

&  Submit Order

I want 1o use a proma code
Wiy Canl TUse & Gl Card? @

Expiration Dale *

01 Jan
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XAP0.COM
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{ WE'VE BUILT A FORTRESS

(£ Secure bitcaln storage Is what we do best. We've developed a new
standard in bitcoin security that protects your assets by using man,

machine and even 2 mountain to 'Kt:‘.!".p Your money safe,


http://XAPO.COM
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DIGITAL WALLET SECURITY

...I1S YOUR RESPONSIBILITY!
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SEND CONTRACTS

Accounts Overview

=M f‘;;ﬂ“:“i tokers. Thevcan

~ MAIN ACCOUNT (ETHERBASE)

- ADD ACCOUNT




=thersum Wallet

WALLETS

Deploy contrac

B Etherbase - 78.553.05 ETHER

wENL o e 0 ETHER

SOLIDTY CONTRACT SOURCE CODE
» contrazt MyToker {

ap g (oderess = 1y halar

B

CONTRACTS




7/17/16:

Schdn m 28 points

Just in case anyone wonders: ETHEREUM IS NOT BROKEN, it just a flaw in a smart contract which holds 250 millio .
usd worth of ETH (a.k.a. The DAO). ;

'Ethereum Classic erc)  $12.09(1.06%) (IO

0.00277867 BTC (0.65%)

)

10/6/17: &' Website
b Q Explorer
ﬂl Announcement $1,162.979,261 528'528,500 96.207,811 ETC

 Rank 11 267,330 B1C 6,558 B1C

N
LI 2N IR o,
-

Market Cap Volume (24h) Circulating Supply ?

)

o~



— [ A=RISC

DECENTRALIZED INSURANCE

FLICHT DELAY DARP

The Aight Delay Dapp Is the flrst
decentral zed insurance application whicn
can issue policies and pay out valid claims

cemplete’y autonomausly




Delaware General Assembly

BILLS & RESOLUTIONS DELAWARE LAAS COMMTTESS SZNATE HOUSGE OFFICES % SERVICES EVENTS & FACILITIES

¢ View All Legislation Senate Bill 69
Ik 149th General Assembly (Present)
< View All Senale Legisiation
< View All House Legislation Bill Progress
Current Status! Signed 721M7

\What happens next? Becomas effactive upon date of signaturs of the Govemor or upan date specifiec

Bill Details
Introduced on: 8517
Primary Sponsaor: Townesnd

Additional Sponsor(s):  3en. Delcollo, Hansen, Henry
Reps. Mitcmall, Lynn, M_Smith

Co-Sponsor(s): Sen. Lave ¢
[2eps. Brady, J. Johasen, Paradee, Spiecelman

Long Title: AN AT 1D AMEND THTEE & QF THE DELAWARE CODE RELANNG 10 THE GENERAL CORPORATON
LAWY,

Original Synopsis: Secior 1. SBections 1,2, 2 €, 7. 11 and 3€ cf this Act amend Saclions 15°(f), 202(z), 213(a), 219(c) 224, 232(c)
ard 354 of Ttle &, respective y. Amenements 1¢ Saczions 219, 224 and 232 and related provisions are irtended to
Frovice speciiic statutory authority for Delaware corporalicrs o vse networks Of 2lectronic databases [examples
¢’ which ae deserbed currently as “distribuled ledgers”® or @ “0 ockehan®) for the creation and maintenance of
corgoele records, Including the corporation’s atcck ledger. Section 279(c), as amended, now rciudes a dehniton
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SUPPLY CHAIN

» Walmart-IBM

» SmartLog - loT
» 300Cubits - TEU

» Maersk - POC



@ Olockehaln Luxembourg S AR L [LU]  htmpe/,bleckehaln Info/home

BLOCKCHAIN

LATEST BLOCKS
Height

0 mnutas

22 mnutas

oUmnutas

V9 mnutes

WALLET CHARTS

Transections

STATS MARKETS API

Tole! Sent

13,642.92 TG

20,765.77 310

17,178,391 31T

12,314.41 S1C
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Reveal Now

INFQO
INFO

INFO

INFO
INFO
INFQO
INFO

INFO

INFQ
INFO
INFO
INFO

INFO
INFQO
INFO

INFO

INFO
INFO
INFQO

e

[16-04 |89:34:18]
[16-04|89:34:21)
[16-04|89:34:21]
[16-04|69:34:21]
[16-24|09:34:21]
[16-04 |89:34:23]
[16-04|09:34:24]
[16-04 |09:34:24 ]
[10-84 |09:34:24)
[10-04 |89:34:24]
[16-04|09:34:26]
[16-04|89:34:26]
[16-04|09:34:26]
[16-04 |89:34:26]
[10-04 |89:34:26]

[16-04|89:34:26]

[16-04|89:34:26]
[16-04 |89:34:26])
[16-04 |89:34:27]

Q0L 130

503 >
Fel &

Clear Reload

Cémmit ne& mining work
Successfully sealed new block

4) plock reached canonical chain

“\ mined potential block
Commit new mining work
Updated mining threads
SuccessfTully sealed new block

4> plock reached canonical chain

"\ mined potential block
Commit new mining work
Successfully sealed new block

4> plock reached canonical chain
“\ mined potential block

Coemmit new mining work
Successfully sealed new block

4 block reached canonical chain

“\ mined potential block
Commit new mining work

Successfully sealed new block
<)

. . o = - alds =inleln = arc 4

ﬂj
Share

number=15293 txs=0 uncles=0 elapsed=176.%73us
number=15293 hash=d@h875..6e%3b3

number=15288 hash=b4d262..377eab

number=15293 hash=debB875..0e93b3
number=15294 txs=0 uncles=0 elapsed=196.157us
threads=1
numher=15294 hash=41c82d..987ec8

number=1528% hash=09b71d.2dcd74
number=15294 hash=41cB82d..987ec8

number=15295 txs=@ uncles=8 elapsed=130.826us
number=15295 hash=dB85f4f..63beb5

number=1529@ hash=0657hf..3d%53%&

number=15295 hash=d@5f4f.63bebds
number=15296 txs=0 uncles=8 elapsed=299.485us
number=15296 hash=fhd5fd..0e5cl9

number=15291 hash=6dfb4l..af4267

number=15296 hash=fhd5fd..8e5c19?
number=15297 txs=0 uncles=8 elapsed=209.432us
number=15297 hash=757cb7..4elcbe

numnher= - nash=TacL= SHRIs ZL"



SECURE DELAWARE WORKSHOP 2017 - INIGO THOMAS, PH.D., CISSP

MINING SECURITY

» Malware, botnets

» Harvard’s Odyssey ('14), NSF ("14),
Federal Reserve ('17)

» 51% attack
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BLOCK CHAIN PLATFORMS

» Hyperledger (Fabric, Sawtooth)

» IBM (Bluemix)

» Ripple (Banks)

» R3 (Corda)

» Quorum (JP Morgan)

» Microsoft's Coco (any blockchain)

» Microsoft's Azure (Baas)



Microsoft Azure « £ ethereum

microscft-azure-blockchain.azure-hlackchain-servi-2017081812Z....

Deployment

‘{'- New 0 Delete & m Redeploy i View template
m
Dashboard STATUS Succeeded
see : :
sas All resources DURATION 7 minutes 50 seconds
w# Resource groups RESOURCE GRUUP jsbc
& App Services RELATED Events
. TFMP ATF | INK https://gallery azure com/arifact/20161101/microg
%> Function Apps
-t SQL databeses
Outputs
& Azure Cosmos DB ADMIN-SITE kttp://jsbevSmag7 eastus c oudapp.azure.com
! Virtual machines

ETHEREUM-RPC-ENDPOINT l'ttp./,’jstVSmg7 eastus.c oudapp.azure.com:8545

Lcad balancers

SSH-TO-FIRST-TX-NONF ssh -p 3000 gethadmin@sbovSmag7.eastuscloudapp...

" ¢

Storage accounts
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QUESTIONS?

THANKYOU!



